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EIT ICT Labs FI-PPP Liaison

Liaison with the Future Internet Public-Private Partnership ert

EITICT Labs

In 2014, IMDEA Software coordinated the activities on selecting and training startups
and SMEs from the EIT ICT Labs eco-system in Spain that use FI-WARE (FI-PPP) tech-
nologies and generic enablers for developing and bringing to market innovative products
and services. The public competition attracted around 40 companies, 10 of which were
selected and given training in FI-WARE technologies in cooperation with Telefonica I+D.
Finally, three finalist companies received prizes for the most innovative market solutions.

= ENGINEERING

EIT ICT Labs Business Development Accelerator .
orange”

This year has seen the start of the local activities of the EIT ICT Labs Business Develop-

ment Accelerator (BDA), part of the EIT ICT Labs BDA network, a group of 50 specialists .
helping in bringing ideas to market and providing services such as coaching, access to CREATE-N T$
finance, or soft landing, at a pan-European level. This has also included participation - ;
in a.nd organization of events related to innovation and entrepreneurship such as, e.g., THALES
Spain Startup.

Microsoft Research
M'ﬁiosoft* rch

The strong cooperation between scientists in IMDEA Software and Microsoft Research

was further boosted in 2014 through opening of the Joint Research Center and organiza-

tion of the first Microsoft Research and IMDEA Software Institute Cooperation Workshop

(MICW 2014). Within the Microsoft Research — IMDEA Software Joint Research Center,

scientists from both sides work together on a number research topics, such as cryptog-

raphy and privacy, concurrency and memory models, and programming languages and

verification. The MICW has been established as an annual forum for presenting the

results of the joint work.



@ﬂﬂf/ﬂﬁ

LogicBlox

Telefénica I+D

Since 2012, IMDEA Software has cooperated with Telefénica /+D on research and
development in components for automatic management of cloud scalability towards their
integration into Claudia, a product developed within the European FI-WARE initiative.
Claudia facilitates the definition and automatic deployment and management of virtual
machines, storage, and connectivity resources that comprise the virtual infrastructure
on which cloud applications are run.

The Institute is in charge of providing advice on the software architecture and high-level
design of the software components, within the FI-WARE requirements, and participates in
their development and testing. The component integration is based on the OpenStack cloud
architecture.

As mentioned before, Telefonica Digital and the Institute also established during 2013
a Joint Research Unit (JRU) within their more global strategic partnership.

Boeing Research & Technology Europe

IMDEA has also been contracted since 2012 by Boeing Research & Technology Europe
(which is located in Spain), to work jointly in research and development in the fields
of Big Data and Social Network Analytics. In particular, the Institute and Boeing are
jointly designing and implementing a framework for data mining in social media. The
framework includes a declarative embedded language designed by IMDEA Software.
This language supports the description of workflows that integrate map-reduce jobs and
native applications. The implementation avoids costly recomputations increasing the
efficiency of social media processing, with applications in rich Web interfaces that rely
on live collection of social network information from Twitter streams and other sources.

LogicBlox

In 2013, the IMDEA Software Institute started cooperation with LogicBlox, located in
Georgia, USA, applying IMDEA's expertise in logic engines within the LogicBlox commer-
cial deductive (smart) database system. The smart database and its high-level declarative
query language (LogiQL) enable users used to build applications that combine trans-
actional, analytical, graph, probabilistic, and mathematical programming. This makes
possible new classes of hybrid applications that are hard or impossible to build on a
traditional technological stacks that involve a cocktail of multiple programming languages
and databases. This system includes sophisticated logic for optimizing database query
execution, and is able to take advantage of multi-core and cloud programming, while
abstracting away much of their intrinsic complexity.
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Projects with Associated Groups

Part of the research of the Institute is performed in collaboration with research groups
at associated institutions. This is exemplified by the existence of research projects led
by these institutions but in which IMDEA personnel take part (and the resulting joint
publications and results). We provide a summary list of the most relevant such projects
which were active during 2014.

Project Duration Description Funding Agency
DOVES 2009-2014 Development of verifiable MINECO
and efficient software
SpaRCIM  2003-2014 Spanish Research Consortium for European Union / MINECO

Informatics and Mathematics

5.2. Fellowships

1. Microsoft Research PhD Scholarship funds (2), active in 2012-2015 (Alexey Gotsman
and Boris Kopf).

2. Juan de la Cierva Postdoc grant, Spanish Ministry of Science and Innovation, awarded
in 2011 and ending in 2014 (Juan Caballero).

3. Ramdn y Cajal grant, Spanish Ministry of Science and Innovation, awarded in 2010
and ending in 2015 (Aleksandar Nanevski).

4. Marie Curie AMAROUT Il Incoming Fellowships (8), European Union — 7 Framework
Program, awarded in 2012 and active in 2014 (Dario Fiore, Michael Emmi, Frangois
Dupressoir, Benedikt Schmidt, Pierre-Yves Strub llya Sergey, Giovanni Bernardi and Ales-
sandra Gorla).

5. FPI Doctoral Grant (2), Spanish Ministry of Science and Innovation, active in 2014
(Juan Manuel Crespo and Miriam Garcia).

6. FPU Doctoral Grant, Spanish Ministry of Education, Culture and Sports, awarded in
2012 and active through 2016 (Julian Samborski-Forlese).
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6.1. Publications

6.1.1. Refereed Publications

Journals

1. Gilles Barthe, Delphine Demange, David
Pichardie. Formal Verification of an SSA-Based
Middle-End for CompCert. ACM Trans. Program.
Lang. Syst., Vol. 36, Num. 1, pages 1-35, ACM,
March 2014.

2. John P. Gallagher and Bishoksan Kafle.
Analysis and Transformation Tools for Cons-
trained Horn Clause Verification. Theory and
Practice of Logic Programming, Vol. 14, Num.
4-5 (supplementary materials), pages 90-101,
Cambridge University Press, 2014.

3. Alvaro Garcia-Pérez, Pablo Nogueira. On the
syntactic and functional correspondence bet-
ween hybrid (or layered) normalisers and abs-
tract machines. Science of Computer Program-
ming, Vol. 95, pages 176-199, Elsevier, 2014.

4. Alexander Malkis, Anindya Banerjee. On
Automation in the Verification of Software
Barriers: Experience Report. J. Autom. Reaso-
ning, Vol. 52, Num. 3, pages 275-329, 2014.

5. Laura Bozzelli, César Sanchez. Visibly Rational
Expressions. Acta Informatica, Vol. 51, Num. 1,
pages 25-49, 2014.

6. G.J. Duck, Rémy Haemmerlé, M. Sulzmann.
On Termination, Confluence and Consistent CHR-
based Type Inference. Theory and Practice of Logic
Programming, 30th Int’l. Conference on Logic Pro-
gramming (ICLP’'14) Special Issue, Vol. 14, Num.
4-5, pages 619-632, Cambridge U. Press, 2014.

7. Alejandro Serrano, Pedro Lopez-Garcia, Manuel
Hermenegildo. Resource Usage Analysis of Logic
Programs via Abstract Interpretation Using Sized
Types. Theory and Practice of Logic Programming,
30th Int’l. Conference on Logic Programming
(ICLP'14) Special Issue, Vol. 14, Num. 4-5, pages
739-754, Cambridge U. Press, 2014.

8. Michel Abdalla, Dario Catalano, Dario Fiore.
Verifiable Random Functions: Relations to
Identity-Based Key-Encapsulation and New
Constructions. Journal of Cryptology, Vol. 27,
Num. 3, pages 544-593, Springer, 2014.

9. Frangois Dupressoir, Andrew D. Gordon, Jan
Jurjens, David A. Naumann. Guiding a general-
purpose C verifier to prove cryptographic pro-
tocols. Journal of Computer Security, Vol. 22,
Num. 5, pages 823-866, 2014.

10. Guillermo Vigueras, Ishani Roy, Andrew Cook-
son, Jack Lee, Nicolas Smith, David Nordsletten.
Toward GPGPU accelerated human electromecha-
nical cardiac simulations. International Journal for
Numerical Methods in Biomedical Engineering,
Vol. 30, Num. 1, pages 117-134, 2014.

11. Guillermo Vigueras, Juan M. Ordufia, Miguel
Lozano, Jose M. Cecilia, Jose M. Garcia. Accelera-
ting collision detection for large-scale crowd simu-
lation on multi-core and many-core architectures.
International Journal of High Performance Com-
puting and Applications, Vol. 28, Num. 1, 2014.

12. J. lan Johnson, Ilya Sergey, Christopher
Earl, Matthew Might, David Van Horn. Pushdown
flow analysis with abstract garbage collection.
J. Funct. Program., Vol. 24, Num. 2-3, pages
218-283, 2014.

13. Ahmed Bouajjani, Michael Emmi. Bounded
phase analysis of message-passing programs.
STTT, Vol. 16, Num. 2, pages 127-146, 2014.

14. David A. Basin, Manuel Clavel, Marina Egea,
Miguel Angel Garcia de Dios, Carolina Dania.
A Model-Driven Methodology for Developing
Secure Data-Management Applications. |[EEE
Trans. Software Eng., Vol. 40, Num. 4, pages
324-337, 2014.

15. Javier Esparza, Pierre Ganty, Tomas Poch. Pat-
tern-based Verification for Multithreaded Programs.
ACM Transactions on Programming Languages and
Systems, Vol. 36, Num. 3, pages 1-29, 2014.




Conferences

1. M. Zubair Rafique, Juan Caballero, Christophe
Huygens, Wouter Joosen. Network Dialog Mini-
mization and Network Dialog Diffing: Two Novel
Primitives for Network Security Applications. Pro-
ceedings of the 2014 Annual Computer Security
Applications Conference, December 2014.

2. Gilles Barthe, Gustavo Betarte, Juan Diego
Campo, Carlos Luna, David Pichardie. System-level
non-interference for constant-time cryptography.
21st ACM Conference on Computer and Commu-
nications Security (CCS 2014), November 2014.
IACR Cryptology ePrint Archive, Report 2014/422,
pages 1267-1279, ACM, November 2014.

3. Gilles Barthe, Francois Dupressoir, Pierre-
Alain Fouque, Benjamin Grégoire, Jean-Christo-
phe Zapalowicz.Synthesis of Fault Attacks on
Cryptographic Implementations. 21st ACM Confe-
rence on Computer and Communications Security
(CCS 2014), November 2014. IACR Cryptology
ePrint Archive, Report 2014/436, pages 1016-
1027. ACM Press, New York, NY, USA, 2014.

4. Dragan Ivanovic, Manuel Carro. Transforming
Service Compositions into Cloud-Friendly Actor
Networks. Service-Oriented Computing - 12th
International Conference, ICSOC 2014, Paris,
France, November 3-6, 2014. Proceedings,
LNCS, Vol. 8831, pages 291-305, Springer
Verlag, November 2014.

5. Dragan Ivanovic, Manuel Carro, Peerachai
Kaowichakorn. Towards QoS Prediction Based on
Composition Structure Analysis and Probabilistic
Models. Service-Oriented Computing - 12th Inter-
national Conference, ICSOC, LNCS, Vol. 8831,
pages 394-402, Springer Verlag, November 2014.

6. Zhaoyan Xu, Antonio Nappa, Robert Baykov,
Guangliang Yang, Juan Caballero, Guofei Gu. Auto-
Probe: Towards Automatic Active Malicious Server
Probing Using Dynamic Binary Analysis. Procee-
dings of the 21st ACM Conference on Computer
and Communication Security, November 2014.

7. Liang Wang, Antonio Nappa, Juan Caballero,
Thomas Ristenpart, Aditya Akella. WhoWas: A
Platform for Measuring Web Deployments on
laaS Clouds. Proceedings of the 2014 ACM
Internet Measurement Conference, November
2014.

8. Remy Haemmerlé. On Combining Backward
and Forward Chaining in Constraint Logic Pro-
gramming. 16th Int’l. ACM SIGPLAN Sympo-
sium on Principles and Practice of Declarative
Programming (PPDP’14), 12 pages, ACM Press,
September 2014.

9. Jose Francisco Morales, Manuel Hermenegil-
do. Pre-Indexed Terms for Prolog. Pre-procee-
dings of the 24th International Symposium on
Logic-Based Program Synthesis and Transforma-
tion (LOPSTR’14), 15 pages, September 2014.

10. Nataliia Stulova, Jose Francisco Morales,
Manuel Hermenegildo. Assertion-based Debug-
ging of Higher-Order (C)LP Programs. 16th Int’l.
ACM SIGPLAN Symposium on Principles and
Practice of Declarative Programming (PPDP’14),
15 pages, ACM Press, September 2014.

11. David Urbina, Yufei Gu, Juan Caballero,
Zhigiang Lin. SigPath: A Memory Graph Based
Approach for Program Data Introspection and
Modification. Proceedings of the 19th European
Symposium on Research in Computer Security,
September 2014.

12. Joseph A. Akinyele, Gilles Barthe, Benjamin
Grégoire, Benedikt Schmidt, Pierre-Yves Strub.
Certified Synthesis of Efficient Batch Verifiers.
Computer Security Foundations Symposium
(CSF 2014), July 2014.

13. Gilles Barthe, Marco Gaboardi, Emilio
JesUs Gallego Arias, Justin Hsu, César Kunz,
Pierre-Yves Strub. Proving differential privacy
in Hoare logic. Computer Security Foundations
Symposium (CSF 2014), July 2014. CoRR
abs/1407.2988 [cs.LO].
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14. Nataliia Stulova, Jose Francisco Morales,
Manuel Hermenegildo. Towards Assertion-based
Debugging of Higher-Order (C)LP Programs
(Extended Abstract). Theory and Practice of Logic
Programming, 30th Int’l. Conference on Logic
Programming (ICLP’'14) Special Issue, On-line
Supplement, Cambridge U. Press, July 2014.

15. Antonio Nappa, Zhaoyan Xu, Juan Caballero,
Guofei Gu. CyberProbe: Towards Internet-Scale
Active Detection of Malicious Servers. Procee-
dings of the Network and Distributed System
Security Symposium, February 2014.

16. Hagit Attiya, Alexey Gotsman, Sandeep
Hans, Noam Rinetzky. Safety of live transactions
in transactional memory: TMS is necessary and
sufficient. DISC’'14: International Symposium on
Distributed Computing, Austin, TX, USA, LNCS,
Vol. 8784, pages 376-390, Springer, 2014.

17. Andrea Cerone, Alexey Gotsman, Hongseok
Yang. Parameterised linearisability. ICALP'14:
International Colloguium on Automata, Languages,
and Programming, Copenhagen, Denmark, LNCS,
Vol. 8573, pages 271-284, Springer, 2014.

18. Andrea Cerone, Matthew Hennessy. Cha-
racterising Testing Preorders for Broadcasting
Distributed Systems. Trustworthy Global Com-
puting - 9th International Symposium, (TGC)
2014, Rome, ltaly, September 5-6, 2014.
Revised Selected Papers. LNCS Volume 8902,
pages 67-81. Springer, 2014.

19. Sebastian Burckhardt, Alexey Gotsman, Hong-
seok Yang, Marek Zawirski. Replicated data types:
specification, verification, optimality. Proceedings
of the 41st ACM Symposium on Principles of Pro-
gramming Languages (POPL'14), San Diego, CA,
USA, pages 271-284, ACM Press, 2014.

20. Alvaro Garcia-Pérez, Pablo Nogueira, /lya
Sergey. Deriving Interpretations of the Gradua-
Ily-Typed Lambda Calculus. Proceedings of the
ACM SIGPLAN 2014 Workshop on Partial Eva-
luation and Program Manipulation, PEPM "14,
pages 157-168, ACM, 2014.

21. Shachar Itzhaky, Anindya Banerjee, Neil
Immerman, Ori Lahav, Aleksandar Nanevski,
Mooly Sagiv. Modular reasoning about heap
paths via effectively propositional formulas. The
41st Annual ACM SIGPLAN-SIGACT Symposium
on Principles of Programming Languages, POPL
'14, San Diego, CA, USA, January 20-21, 2014,
pages 385-396, 2014.

22. Anindya Banerjee, David A. Naumann. A
Logical Analysis of Framing for Specifications
with Pure Method Calls. Verified Software:
Theories, Tools and Experiments - 6th Internatio-
nal Conference, VSTTE 2014, Vienna, Austria,
July 17-18, 2014, Revised Selected Papers,
pages 3-20, 2014.

23. Gilles Barthe, Francois Dupressoir, Pie-
rre-Alain Fouque, Benjamin Grégoire, Mehdi
Tibouchi, Jean-Christophe Zapalowicz. Making
RSA-PSS Provably Secure against Non-random
Faults. Cryptographic Hardware and Embedded
Systems - CHES 2014 - 16th International Wor-
kshop, Busan, South Korea, September 23-26,
2014. Proceedings, Lecture Notes in Computer
Science, Vol. 8731, pages 206-222, Springer,
2014.

24. Gilles Barthe, Edvard Fagerholm, Dario
Fiore, John C. Mitchell, Andre Scedrov, Benedikt
Schmidt. Automated Analysis of Cryptographic
Assumptions in Generic Group Models. Advances
in Cryptology - CRYPTO 2014 - 34th Annual
Cryptology Conference, Santa Barbara, CA, USA,
August 17-21, 2014, Proceedings, Part |, Lectu-
re Notes in Computer Science, Vol. 8616, pages
95-112, Springer, 2014.

25. Gilles Barthe, Cédric Fournet, Benjamin
Grégoire, Pierre-Yves Strub, Nikhil Swamy, San-
tiago Zanella Béguelin. Probabilistic relational
verification for cryptographic implementations.
The 41st Annual ACM SIGPLAN-SIGACT Sympo-
sium on Principles of Programming Languages,
POPL '14, San Diego, CA, USA, January 20-21,
2014, pages 193-206, ACM, 2014.
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26. Gilles Barthe, Boris Képf, Laurent Mauborg-
ne, Martin Ochoa. Leakage Resilience against
Concurrent Cache Attacks. Principles of Security
and Trust - Third International Conference, POST
2014, Held as Part of the European Joint Confe-
rences on Theory and Practice of Software, ETAPS
2014, Grenoble, France, April 5-13, 2014, Pro-
ceedings, Lecture Notes in Computer Science,
Vol. 8414, pages 140-158, Springer, 2014.

27. Gilles Barthe, Marco Gaboardi, Emilio Jesus
Gallego Arias, Justin Hsu, Aaron Roth, Pierre-
Yves Strub. Higher-Order Approximate Relational
Refinement Types for Mechanism Design and
Differential Privacy. Computer Security Foun-
dations Symposium (CSF 2014), 2014. CoRR
abs/1407.6845 [cs.PLI.

28. Pavithra Prabhakar, Miriam Garcia Soto.
Foundations of Quantitative Predicate Abstrac-
tion for Stability Analysis of Hybrid Systems.
Verification, Model-Checking and Abstract Inter-
pretation (VMCAI), 2015.

29. Scott C. Livingston, Pavithra Prabhakar.
Decoupled formal synthesis for almost separable
systems with temporal logic specifications. Inter-
national Symposium on Distributed Autonomous
Robotic Systems (DARS), 2014.

30. Jun Liu and Pavithra Prabhakar. Switching
Control of Dynamical Systems from Metric Tempo-
ral Logic Specifications. IEEE International Confe-
rence on Robotics and Automation (ICRA), 2014.

31. Pavithra Prabhakar, Miriam Garcia Soto. An
algorithmic approach to stability verification of
polyhedral switched systems. American Control
Conference (ACC), 2014.

32. Benedikt Schmidt, Ralf Sasse, Cas Cremers,
David Basin. Automated Verification of Group Key
Agreement Protocols. Proceedings of the 2014
IEEE Symposium on Security and Privacy, SP '14,
pages 179-194, IEEE Computer Society, 2014.

33. Alejandro Sénchez, César Sanchez. Formal
Verification of Skiplists with Arbitrarily Many

Levels. Proc. of the 12th Int’l Symp. on Auto-
mated Technology for Verification and Analysis
(ATVA), LNCS, Springer, 2014.

34. Alejandro Sanchez, César Sanchez. Parame-
trized Verification Diagram. Proc. of the 21st Int’l
Symp. on Temporal Representation and Reasoning
(TIME'14), IEEE Computer Society Press, 2014.

35. Laura Bozzelli, César Sdnchez. Foundations
of Boolean Stream Runtime Verification. Procee-
dings of the 14th International Conference on
Runtime Verification (RV'14). LNCS, Vol. 8734,
pages 64-79, Springer, 2014.

36. Laura Bozzelli, César Sanchez. Visibly Linear
Temporal Logic. Proc. of the 7th Int’l Joint Conf.
on Automated Reasoning (IJCAR’14), LNCS, Vol.
8562, pages 418-433, Springer, 2014.

37. Umer Ligat, S. Kerrison, Alejandro Serrano,
K. Georgiou, P. Lopez-Garcia, N. Grech, M.V.
Hermenegildo, K. Eder. Energy Consumption
Analysis of Programs based on XMOS ISA-Level
Models. Proceedings of the 23rd International
Symposium on Logic-Based Program Synthesis
and Transformation (LOPSTR’13), 2014.

38. Dario Fiore, Rosario Gennaro, Valerio Pastro.
Efficiently Verifiable Computation on Encrypted
Data. ACM CCS 2014 - 21th ACM Conferen-
ce on Computer and Communication Security,
pages 844-855, 2014.

39. Dario Catalano, Dario Fiore, Bogdan Warins-
chi. Homomorphic Signatures with Efficient
Verification for Polynomial Functions. Advances
in Cryptology — CRYPTO 2014 — 34th Annual
Cryptology Conference, Santa Barbara, CA, USA,
August 17-21, 2014, Proceedings, Part |, LNCS,
Vol. 8616, pages 371-389, Springer, 2014.

40. Dario Catalano, Dario Fiore, Rosario Genna-
ro, Luca Nizzardo. Generalizing Homomorphic
MACs for Arithmetic Circuits. PKC 2014: 17th
International Workshop on Theory and Practice
in Public Key Cryptography, LNCS, Vol. 8383,
pages 538-555, Springer, 2014.
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41. Yevgeniy Dodis, Dario Fiore. Interactive
Encryption and Message Authentication. Secu-
rity and Cryptography for Networks - 9th Interna-
tional Conference, SCN 2014, LNCS, Vol. 8642,
pages 494-513, Springer, 2014.

42. Giovanni Bernardi, Ornela Dardha, Simon J.
Gay, Dimitrios Kouzapas. On Duality Relations
for Session Types. Trustworthy Global Compu-
ting, TGC 2014 Revised Selected Papers, Lec-
ture Notes in Computer Science, pages 51-66,
Springer Berlin Heidelberg, 2014.

43. Giovanni Bernardi, Matthew Hennessy.
Using Higher-Order Contracts to Model Session
Types (Extended Abstract). CONCUR 2014 -
Concurrency Theory - 25th International Con-
ference, CONCUR 2014, Rome, Italy, Septem-
ber 2-5, 2014. Proceedings, Lecture Notes in
Computer Science, Vol. 8704, pages 387-401,
Springer, 2014.

44. Aleksandar Nanevski, Ruy Ley-Wild, /lya
Sergey, Germéan Andrés Delbianco. Communi-
cating State Transition Systems for Fine-Grained
Concurrent Resources. Proceedings of the 23rd
European Symposium on Programming, ESOP
2014, LNCS, pages 290-310, Springer, 2014.

45. llya Sergey, Dimitrios Vytiniotis, Simon L.
Peyton Jones. Modular, higher-order cardinality
analysis in theory and practice. Proceedings of
the 41st Annual ACM SIGPLAN-SIGACT Sympo-
sium on Principles of Programming Languages,
POPL "14, pages 335-348, ACM, 2014.

46. Alejandro Sanchez, César Sanchez. LEAP: A
Tool for the Parametrized Verification of Concu-
rrent Datatypes. Proc. of the 26th Int’l Conf. on
Computer Aided Verification (CAV'14), Vienna,
Austria, July 18-22, 2014. LNCS, Vol. 8559,
pages 620-627, Springer, 2014.

47. Zvonimir Rakamaric, Michael Emmi.
SMACK: Decoupling Source Language Details
from Verifier Implementations. Computer Aided
Verification - 26th International Conference,

CAV 2014, Held as Part of the Vienna Summer
of Logic, VSL 2014, Vienna, Austria, July 18-22,
2014. LNCS, Vol. 8559, pages 106-113, Sprin-
ger, 2014.

48. Michael Emmi, Burcu Kulahcioglu Ozkan,
Serdar Tasiran. Exploiting synchronization in
the analysis of shared-memory asynchronous
programs. 2014 International Symposium on
Model Checking of Software, SPIN 2014, Pro-
ceedings, San Jose, CA, USA, July 21-23, 2014,
pages 20-29, ACM, 2014.

49. Carolina Dania, Manuel Clavel. Modeling
Social Networking Privacy. 2014 Theoretical
Aspects of Software Engineering Conference,
TASE 2014, Changsha, China, September 1-3,
2014, pages 50-57, 2014.

50. Pierre Ganty, Ahmed Rezine. Ordered Coun-
ter Abstraction (Refinable Subword Relations for
Parameterized Verification). LATA'14, 8th Int.
Conf. on Language and Automata Theory and
Applications, LATA’14, March 10-14, Madrid,
Spain. LNCS, Vol. 8370, pages 396-407, Sprin-
ger, 2014.




51. Karthikeyan Bhargavan, Cédric Fournet,
Markulf Kohlweiss, Alfredo Pironti, Pierre-Yves
Strub, Santiago Zanella Béguelin. Proving the
TLS Handshake Secure (As It Is). Advances
in Cryptology - CRYPTO 2014 - 34th Annual
Cryptology Conference, Santa Barbara, CA,
USA, August 17-21, 2014, Proceedings, Part
Il, pages 235-255, 2014.

52. Karthikeyan Bhargavan, Antoine Delignat-
Lavaud, Cédric Fournet, Alfredo Pironti, Pierre-
Yves Strub. Triple Handshakes and Cookie Cut-
ters: Breaking and Fixing Authentication over
TLS. Proceedings of the 2014 IEEE Symposium
on Security and Privacy, SP '14, pages 98-113,
IEEE Computer Society, 2014.

53. Evmorfia-Iro Bartzia, Pierre-Yves Strub. A
Formal Library for Elliptic Curves in the Coq
Proof Assistant. Interactive Theorem Proving -
5th International Conference, ITP 2014, Held as
Part of the Vienna Summer of Logic, VSL 2014,
Vienna, Austria, July 14-17, 2014. Proceedings,
Lecture Notes in Computer Science, Vol. 8558,
pages 77-92, Springer, 2014.

54. Nikhil Swamy, Cédric Fournet, Aseem Ras-
togi, Karthikeyan Bhargavan, Juan Chen, Pierre-
Yves Strub, Gavin M. Bierman. Gradual typing
embedded securely in JavaScript. The 41st
Annual ACM SIGPLAN-SIGACT Symposium on
Principles of Programming Languages, POPL
'14, San Diego, CA, USA, January 20-21, 2014,
pages 425-438, ACM, 2014.

55. Zhoulai Fu. Targeted Update - Aggressive
Memory Abstraction Beyond Common Sense
and Its Application on Static Numeric Analysis.
Programming Languages and Systems - 23rd
European Symposium on Programming, ESOP
2014, Held as Part of the European Joint Con-
ferences on Theory and Practice of Software,
ETAPS 2014, Grenoble, France, April 5-13,
2014, Proceedings, pages 534-553, 2014.

Workshops

1. Marcos Arjona, Carolina Dania, Marina Egea,
Antonio Mafia. Validation of a Security Metamo-
del for the Development of Cloud Applications.
Proceedings of the 14th International Workshop
on OCL and Textual Modelling co-located with
17th International Conference on Model Driven
Engineering Languages and Systems (MODELS
2014), Valencia, Spain, September 30, 2014.,
pages 33-42, 2014.

2. Achim D. Brucker, Tony Clark, Carolina
Dania, Geri Georg, Martin Gogolla, Frédéric
Jouault, Ernest Teniente, Burkhart Wolff. Panel
Discussion: Proposals for Improving OCL. Pro-
ceedings of the 14th International Workshop
on OCL and Textual Modelling co-located with
17th International Conference on Model Driven
Engineering Languages and Systems (MODELS
2014), Valencia, Spain, September 30, 2014.,
pages 83-99, 2014.

3. Bishoksan Kafle, John P. Gallagher. Convex
polyhedral abstractions, specialisation and pro-
perty-based predicate splitting in Horn clause
verification. Proceedings First Workshop on Horn
Clauses for Verification and Synthesis, HCVS
2014, Vienna, Austria, 17 July 2014, Vol. 169,
pages 53-67, EPTCS, 2014.

4. Jose Francisco Morales, Manuel Hermenegil-
do. Towards Pre-Indexed Terms. 14th Internatio-
nal Colloquium on Implementation of Constraint
and LOgic Programming Systems (CICLOPS-
WLPE 2014), 14 pages, RWTH Aachen Univer-
sity, July 2014.
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6.1.2. Articles in Books
and other Collections

K. Georgiou, Umer Ligat, Pedro Lopez-Gar-
cia, Manuel Hermenegildo, K. Eder. Towards
LLVM-Based Energy Consumption Analysis of
Programs. ICT-Energy (Nanoenergy) Letters,
Num. 8, July 2014.

Miguel Angel Garcia de Dios, Carolina Dania,
David A. Basin, Manuel Clavel. Model-Driven
Development of a Secure eHealth Application.
Engineering Secure Future Internet Services and
Systems - Current Research, pages 97-118,
2014.

6.1.3. Edited Volumes

Juan Caballero, Simson Garfinkel. Procee-
dings of the 14th Annual Digital Forensics
Research Conference. J. of Digital Investigation,
Vol. 11, Supplement 2, pages S1-S2, 2014.

Davide Balzarotti, Juan Caballero. Procee-
dings of the Seventh European Workshop on Sys-
tem Security, EuroSec 2014, April 13, 2014,
Amsterdam, The Netherlands. ACM Press, 2014.

Achim D. Brucker, Carolina Dania, Geri
Georg, Martin Gogolla. Proceedings of the 14th
International Workshop on OCL and Textual
Modelling co-located with 17th International
Conference on Model Driven Engineering Lan-
guages and Systems (MODELS 2014), Valencia,
Spain, September 30, 2014. CEUR Workshop
Proceedings 1285, CEUR-WS.org 2014.

Remy Haemmerlé, J. Sneyers. Proceedings
of the Eleventh Workshop on Constraint Han-
dling Rules (CHR 2014). CoRR abs/1406.1510,
2014.

6.1.4. Doctoral and Master Theses

Federico Olmedo. Approximate Relational
Reasoning for Probabilistic Programs. PhD
Thesis. Technical University of Madrid (UPM).
January 2014. Advisor: Gilles Barthe (IMDEA
Software Institute).

Irfan Khan Tanoli. An Empirical Study of
Techniques to Detect Reverse Proxies and Load
Balancers in HTTP Traffic. MSc Thesis. Tech-
nical University of Madrid (UPM). June 2014.
Advisor: Juan Caballero (IMDEA Software Ins-
titute).

Richard Rivera Guevarra. Andlisis de Caracte-
risticas Estaticas de Ficheros Ejecutables para la
Clasificacion de Malware. MSc Thesis. Technical
University of Madrid (UPM). June 2014. Advisor:
Juan Caballero (IMDEA Software Institute).

Artem Khyzha. Concurrent Library Abstrac-
tion without Information Hiding. MSc Thesis.
Technical University of Madrid (UPM). July
2014. Advisor: Alexey Gotsman (IMDEA Soft-
ware Institute).
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6.2. Invited Talks

6.2.1. Invited and Plenary Talks
by IMDEA Scientists

1. Gilles Barthe. Invited talk at the Computer
Security Foundation Symposium (CSF 2014).

2. Gilles Barthe. Invited talk at the 11th Latin
American Theoretical Informatics Symposium
(LATIN 2014).

3. Gilles Barthe. Invited talk at the Vienna Sum-
mer of Logic workshop “All about Proofs, Proof
for All” (APPA 2014).

4. Juan Caballero. CyberProbe: Towards Inter-
net-Scale Active Detection of Malicious Servers.
Invited talk at Cursos de Verano de la Universi-
dad Rey Juan Carlos, Madrid, June 2014.

5. Juan Caballero. Binary Type Inference. Invi-
ted talk at Dagstuhl Seminar Challenges in
Analysing Executables: Scalability, Self-Modi-
fying Code and Synergy. Schloss Dagstuhl, Ger-
many. June 2014.

6. Andrea Cerone. Parameterised Linearisabili-
ty. Invited talk at the York Concurrency Works-
hop, April 2014.

7. Francois Dupressoir. Efficient Provably Secu-
re Machine Code from High-Level Implementa-
tions. Invited talk at the Real-World Cryptogra-
phy Workshop. New York. January 2014.

8. Frangois Dupressoir. Formal Adventures in
the Land of Masking-Based Side-Channel Coun-
termeasures. Dagstuhl Seminar 14492, Schloss
Dagstuhl, Germany, November 2014.

9. Pierre Ganty. Parameterized Verification of
Asynchronous Shared-Memory Systems. Invited
talk at The First Workshop on Parameterized
Verification, Rome, September 2014.

10. Alessandra Gorla. CHABADA: Checking app
behavior against app descriptions. Invited talk
at th 36th CREST Open Workshop, University
College London, UK. November 2014.

11. Alessandra Gorla. Mining Android Applica-
tions for Anomalies. Dagstuhl Seminar 14261
on Software Development Analytics. July 2014.

12. Alexey Gotsman. Weak consistency in cloud
storage. Dagstuhl seminar n. 14511 on Program-
ming Languages for Big Data. December 2014.

13. Alexey Gotsman. Reasoning about Eventual
Consistency and Replicated Data Types. York
Concurrency Workshop. April 2014.

14. Manuel Hermenegildo. Energy Analysis,
Debugging, and Verification with the CiaoPP sys-
tem. In Next Generation Static Software Analysis
Tools. Schloss Dagstuhl. August 2014.

15. Juan José Moreno-Navarro. Towards a doc-
torate linked with innovation and entrepreneu-
rship. Fostering University Business Coopera-
tion Ecosystems in Europe and Latin America.
University-Business Thematic Forum, European
Commission and Universidad Autonoma de
Madrid. June 2014.

16. Juan José Moreno-Navarro. Cuidando el
talento: La oferta de posgrado de la UPM y
de EIT ICT Labs. Calidad, profesionalizacion,
emprendimiento e internacionalizacion. FICOD
2014, September 2014.

17. Pavithra Prabhakar. Formal Verification of
Cyber-Physical Systems. Invited talk at the Tenth
International Symposium on Tools and Methods
of Competitive Engineering (TMCE 2014). Buda-
pest, Hungary. May 2014.
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6.2.2. Invited Seminars and Lectures
by IMDEA Scientists

1. Giovanni Bernardi. Dualities and testing
relations for session types. Invited talk at COST
Action IC1201 meeting. August 2014.

2. Juan Caballero. Program Data Introspection
and Dynamic Type Inference of Binary Code.
INRIA, Rennes. September 2014.

3. Juan Caballero. CyberProbe: Towards Inter-
net-Scale Active Detection of Malicious Servers.
Invited talk at Security Seminar at Microsoft
Research, Redmond. July 2014.

4. Juan Caballero. CyberProbe: Towards Inter-
net-Scale Active Detection of Malicious Servers.
Invited talk at Royal Holloway University of Lon-
don, London, UK. March 2014.

5. Andrea Cerone. Parameterised Linearisability.
Invited talk at Trinity College, Dublin. May 2014.

6. Andrea Cerone. Parameterised Linearisabili-
ty. Invited talk at Aarhus University. June 2014.

7. Manuel Clavel. Model-driven engineering in
action. Lecture at the Industrial University of Ho
Chi Minh City, Vietnam. January-February 2014.

8. Carolina Dania. Analysis of OCL properties
on static and dynamic UML models. Saarland
University, Saarbrucken, Germany. July 2014.

9. Germéan Del Bianco. Concurrent Hoare Style
Reasoning, Deconstructed. SELEN Seminar Series.
Department of Computer Science, National Univer-
sity of Rosario. Rosario, Argentina. November 2014.

10. Dario Fiore. Verifiable Delegation of Com-
putation on Outsourced Data. Universidad Rey
Juan Carlos. Madrid, May 2014.

11. Dario Fiore. Verifiable Delegation of Com-
putation on Outsourced Data. Universidad de la
Republica, Montevideo, Uruguay. March 2014.

12. Alvaro Garcia. Reasoning about structural
operational semantics in a calculus of closures.
ICE-TCS seminar, School of Computer Science,
Reykjavik University, April 2014.

13. Alessandra Gorla. Checking App Behavior
Against App Descriptions. University of Uruguay.
August 2014.

14. Alessandra Gorla. Checking App Behavior
Against App Descriptions. University of Luxem-
bourg. May 2014.

15. Alexey Gotsman. Formalizing isolation gua-
rantees of modern replicated databases. Invi-
ted talk at University of California at Berkeley.
August 2014.

16. Alexey Gotsman. Reasoning about Eventual
Consistency and Replicated Data Types. Invited
talk at Universidade do Minho, Portugal. March
2014.

17. Alexey Gotsman. Reasoning about Eventual
Consistency and Replicated Data Types. Invited
talk at Aachen University, Germany. March 2014.

18. Alexey Gotsman. Reasoning about Eventual
Consistency and Replicated Data Types. Invited
talk at Universidad Nova Lisboa, Portugal. June
2014.

19. Alexey Gotsman. Reasoning about Eventual
Consistency and Replicated Data Types. Invited talk
at University of Paris 6, France. September 2014.

20. Alexey Gotsman. Reasoning about Eventual
Consistency and Replicated Data Types. Invited
talk at University of California at Los Angeles.
August 2014.

21. Alexey Gotsman. Reasoning about Eventual
Consistency and Replicated Data Types. Invited
talk at University of Washington. August 2014.



22. Alexey Gotsman. Reasoning about Eventual
Consistency and Replicated Data Types. Invited
talk at University of Utah. August 2014.

23. Manuel Hermenegildo. Abstract Interpre-
tation-based Energy Analysis, Debugging, and
Verification. Invited talk at the Energy Aware
COmputing Workshop, Bristol. September 2014.

24. Boris Koepf. Static Analysis of Cache Side
Channels. Invited talk at EPF Lausanne, Proces-
sor Architecture Lab. April 2014.

25. Boris Koepf. Managing the Trade-off bet-
ween Security and Performance. Invited talk at
the RISK seminar. ETH Zurich. November 2014.

26. Boris Koepf. Static Analysis of Cache Side
Channels. Invited talk at TU Darmstadt. Dec-
ember 2014

27. Antonio Nappa. Rubik: The Multiple Facets of
Cybercrime. CyberCamp, Madrid. December 2014.

28. Pavithra Prabhakar. Algorithmic Verification
of Stability of Hybrid Systems. Invited talk at the
RIiSE seminar series. IST Austria & TU Wien.
November 2014.

29. Pavithra Prabhakar. Formal Verification of
Cyber-Physical Systems.Invited talk at Galois,
Inc, Portland, USA. June 2014.

30. Illya Sergey. Formal Mathematics as a
Branch of Computer Science. Sociological Ins-
titute of the Russian Academy of Sciences. Saint
Petersburg, Russia. August 2014.

T EEE———

6.2.3. Invited Speaker Series

During 2014, 23 external speakers were
invited to give talks at IMDEA Software.
The following list gives the speakers and
the titles of their talks.

1. Carmela Troncoso. Post-doctoral Researcher,
Gradiant, Spain: Bayesian inference to evaluate
information leakage in complex scenarios.

2. Giovanni Bernardi. PhD Student, Trinity
College, Dublin, Ireland: Using higher-order
contracts to model session types.

3. Laura Titolo. PhD Student, University of
Udine, Italy: An Abstract Interpretation Fra-
mework for Diagnosis and Verification of Timed
Concurrent Constraint Languages.

4. Chris Parnin. PhD Student, Georgia Institute
of Technology, USA: Programmer, Interrupted.

5. Julia Rubin. Researcher, Haifa Research Lab:
To Merge or Not to Merge: Managing Software
Families.

6. Domenico Bianculli. Researcher, Universita
della Svizzera ltaliana, Lugano, Switzerland: A
Journey through Specification and Verification
Techniques for Open-World Software.

7. Hazem Torfah. PhD Student, Saarland Uni-
versity, Germany: Counting Models of Linear-
time Temporal Logic.
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8. Giordano Tamburelli. PhD Student, Universi-
ta della Svizzera ltaliana, Lugano, Switzerland:
Models at run-time: open challenges and existing
solutions.

9. Alessandra Gorla. Post-doctoral Researcher,
Saarland University, Germany: Improving the
reliability of software systems using their intrin-
sic redundancy.

10. June Andronick. Senior Research Engineer,
NICTA, Australia: Trustworthy Systems at NICTA.

11. June Andronick. Senior Research Engineer,
NICTA, Australia: Formal proof of security for
million-lines-of-code systems.

12. Jim Kapinski. Senior Research Engineer,
Toyota Technical Center, Los Angeles, USA:
Simulation-Guided Analysis for Industrial
Embedded Control Designs.

13. Colin Fleming: Cursive — an IDE for Clojure
Programming Language.

14. Deepak Kapur. Research Professor, Univer-
sity of New Mexico, USA: A Quantifier-Elimina-
tion Heuristic for Octagonal Constraints.

15. Somesh Jha. Professor, University of Wis-
counsin, USA: Retrofitting Legacy Code for
Security.

16. Mihir Bellare. Professor, UC San Diego,
USA: Caught between Theory and Practice.

17. Jan Midtgaard. Post-doctoral Researcher,
Aarhus University, Denmark: QuickChecking
Static Analysis Properties.

18. Hongseok Yang. Professor, University of
Oxford, UK: How to find a good program abs-
traction automatically?

19. Amir Ben-Amram. Professor, Tel Aviv-Yaffo
Academic College: What is decidable in growth-
rate analysis of programs?

20. Dimitrios Vytiniotis. Researcher, Microsoft
Research, Cambridge, UK: Ziria: wireless pro-
gramming for hardware dummies.

21. Michael Néf: The Doodle Story.

22. Roberto Giacobazzi, Faculty (visiting),
IMDEA Software Institute: Obscuring code -
Unveiling and Veiling Information in Programs.
23. Darko Stefanovic. Associate Professor, Uni-

versity of New Mexico, USA: Playing robotics
with DNA.

6.2.4. Software Seminar Series

The Institute also holds an internal semi-
nar series to foster communication and
collaboration. A total of 17 seminars were
given in 2014.




6.3. Scientific Service
and Other Activities

6.3.1. Participation in Program Committees

Zorana Bankovic:

1. Genetic and Evolutionary Computation Con-
ference (GECCO 2014). Real World Applications
track.

2. 10th IFIP International Conference on Arti-
ficial Intelligence Applications and Innovations
(AIAl 2014).

Gilles Barthe:

3. 41st ACM SIGPLAN-SIGACT Symposium on
Principles of Programming Languages (POPL
2014).

4. Joint Meeting of the Twenty-Third EACSL
Annual Conference on Computer Science Logic
(CSL 2014) and the Twenty-Ninth Annual ACM/
IEEE Symposium on Logic in Computer Science
(LICS 2014).

Juan Caballero:

5. 35th IEEE Symposium on Security & Privacy
(IEEE S&P 2014).

6. 36th International Conference on Software
Engineering — New Ideas and Emerging Results
Track (NIER-ICSE 2014).

7. 2014 Network and Distributed System Secu-
rity Symposium (NDSS 2014).

Manuel Carro:

8. XIV Jornadas de PROgramacién y LEnguajes
(PROLE 2014).

9. 12th International Conference on Service-
Oriented Computing (ICSOC 2014)

Manuel Clavel:

10. 14th International Workshop on OCL and
Textual Modeling Applications and Case Studies
(OCL 2014).

11. European Conference on Modeling Founda-
tions and Applications (ECMFA 2014).

12. 10th International Workshop on Rewriting
Logic and its Applications (WRLA 2014).

Carolina Dania:

13. 14th International Workshop on OCL and
Textual Modeling Applications and Case Studies
(OCL 2014).

Francois Dupressoir:

14. Workshop on Security Proofs for Embedded
Systems (PROOFS 2014).

Dario Fiore:

15. 9th Conference on Security and Cryptogra-
phy for Networks (SCN 2014).

16. 7th International Conference on Cryptology
(Africacrypt 2014).

17. 2nd Workshop on Applied Homomorphic
Cryptography and Encrypted Computing (WAHC
2014).

John Gallagher:

18. First Workshop on Horn Clauses for Verifi-
cation and Synthesis (HCVS 2014).

19. Workshop on Logic-based methods in Pro-
gramming Environments of the International
Colloquium on Implementation of Constraint
and LOgic Programming Systems (CICLOPS-
WLPE 2014).

20. Twelfth International Symposium on
Functional and Logic Programming (FLOPS
2014).
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Pierre Ganty:

21. 41st International Colloguium on Automata,
Languages and Programming (ICALP 2014).

22. 12th International Symposium on Auto-
mated Technology for Verification and Analysis
(ATVA 2014).

Alessandra Gorla:

23. The 22nd ACM SIGSOFT International Sym-
posium on the Foundations of Software Enginee-
ring (FSE 2014). Artifact Evaluation committee
member.

24. International Symposium on Software Tes-
ting and Analysis (ISSTA 2014). Artifact Eva-
luation committee member.

25. IEEE and ACM-SIGSOFT International Con-
ference on Software Engineering (ICSE 2014),
Posters track.

Alexey Gotsman:

26. The 18th International Conference on Prin-
ciples of Distributed Systems (OPODIS 2014).

Rémy Haemmerlé:

27. 30th International Conference on Logic Pro-
gramming (ICLP 2014).

Manuel Hermenegildo:

28. 16th International Symposium on Practical
Aspects of Declarative Languages (PADL 2014).

29. 10th European Computer Science Summit
(ECSS 2014).

Dragan lvanovic

30. 11th Workshop on Constraint Handling
Rules (CHR 2014).

31. 6th International Workshop on Principles of
Engineering Service-Oriented Systems (PESOS
2014).

Boris Koepf:

32. 27th IEEE Computer Security Foundations
Symposium (CSF 2014).

33. 11th International Conference on Quantita-
tive Evaluation of Systems (QEST 2014).

34. 9th ACM SIGPLAN Workshop on Program-
ming Languages and Analysis for Security (PLAS
2014).

35. 9th International Symposium on Trustwor-
thy Global Computing (TGC 2014).

José Morales:

36. 30th International Conference on Logic Pro-
gramming (ICLP 2014).

37. International Conference on Logic Program-
ming (ICLP) Doctoral Consortium 2014.

Juan José Moreno:

38. XIV Jornadas sobre Programacion y Lengua-
jes (PROLE 2014).

39. XIX edicion de las Jornadas de Ingenieria
del Software y Bases de Datos (JISBD 2014).

40. X Jornadas de Ciencia e Ingenieria de Ser-
vicios (JCIS 2014).

Pavithra Prabhakar:

41. 26th International Conference on Computer
Aided Verification (CAV 2014).

42. 17th ACM International Conference on
Hybrid Systems: Computation and Control
(HSCC 2014).

43. ACM SIGBED Summer Simulation Confe-
rence (SummerSim 2014).

César Sanchez:

44. The 8th International Symposium on Theo-
retical Aspects of Software Engineering (TASE
2014).



45. bth International Symposium on Games,
Automata, Logics and Formal Verification (Gan-
dALF 2014).

46. 1st workshop on Logics and Model Checking
for Self*-systems (MOD* 2014).

47. 7th International Workshop on Harnessing
Theories for Tool Support in Software (TTSS
2014).

llya Sergey:

48. 16th International Symposium on Principles
and Practice of Declarative Programming (PPDP
2014).

49. 5th Annual Scala Workshop (Scala 2014).

50. European Conference on Object-Oriented
Programming (ECOOP 2014), Artifact Evalua-
tion Committee.

Pierre-Yves Strub:

51. Joint Workshop on Foundations of Computer
Security and Formal and Computational Crypto-
graphy (FCS-FCC 2014).

52. 3rd International Workshop on Confluence
(IWC 2014).

6.3.2. Conference and Program Committee
Chairmanship

Juan Caballero:

1. TPC Chair for the 14th Annual Digital Foren-
sics Research Conference (DFRWS 2014).

2. TPC Co-chair for the 7th European Workshop
on Systems Security (EuroSec 2014).

Manuel Carro:

3. General chair of the 30th International Con-
ference on Logic Programming (ICLP 2014).

Michael Emmi:

4. Program Co-chair of the 7th International
Workshop on Exploiting Concurrency Efficiently
and Correctly (EC2 2014).

Rémy Haemmerlé:

5. Program chair of the 11th International Wor-
kshop on Constraint Handling Rules (CHR 2014).

Boris Koepf:

6. PC Co-chair for the Joint Workshop on Foun-
dations of Computer Security and Formal and
Computational Cryptography (FCS-FCC 2014).
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6.3.3. Editorial Boards and Conference
Steering Committees

Gilles Barthe:

1. Editorial board of the Journal of Automated
Reasoning.

2. Editorial board of the Journal of Computer
Security.

3. Steering committee of Principles of Security
and Trust (POST).

4. Steering committee of the European Joint
Conferences on Theory and Practice of Software
(ETAPS).

5. Steering committee of Trustworthy Global
Computing (TGC).

Manuel Carro:

6. Conference Coordinator of the Association for
Logic Programming (ALP).

John Gallagher:

7. Editorial board of Theory and Practice of
Logic Programming (Cambridge Univ. Press).
Area Editor for Technical Notes and Rapid
Publications.

Manuel Hermenegildo:

8. Steering Committee of the Static Analysis
Symposium (SAS).

9. Steering Committee of the International Sym-
posium on Functional and Logic Programming
(FLOPS).

10. Steering Committee of the International
Conference on Verification, Model Checking,
and Abstract Interpretation (VMCAI).

11. Editorial Advisor and former Area Editor
(architecture and implementation) of “Theory
and Practice of Logic Programming” (Cambrid-
ge U. Press)

12. Associate Editor of the “Journal of New
Generation Computing” (Springer-Verlag)

13. Area Editor of “Journal of Applied Logic”
(Elsevier North-Holland).

14. Board of the new IGPL Journal of Algorithms
in Cognition, Informatics and Logic.

Juan José Moreno:

15. Editorial Board member GSTF Journal on
Operating Systems and Programming Languages
(JOSPL).

6.3.4. Association and Organization
Committees

Gilles Barthe:

1. Organizing committee of the International
School on Foundations of Security Analysis and
Design.

2. Dagsthul seminar on The synergy between
programming languages and cryptography.

Manuel Carro:

3. Manager, EIT ICT Labs Co-Location Center
Madrid, and R&D Co-ordinator.

4. ALP Summer school on computational logic,
2014.

Carolina Dania:

5. Co-organizer of the 14th International Works-
hop on OCL and Textual Modeling Applications
and Case Studies (OCL 2014).

Dario Fiore:

6. Vice-chair of COST Action IC1306 “Crypto-
graphy for Secure Digital Interaction.”

7. Organization committee of the COST School
on Cryptographic Attacks, Porto, October 2014.



Alessandra Gorla:

8. Co-organizer of the GI-Dagstuhl Seminar on
Software Engineering for Self-Adaptive Systems,
October 2014.

Alexey Gotsman:

9. Workshop on Principles and Practice of Eventual
Consistency, affiliated with EuroSys (PaPEC 2014).

Manuel Hermenegildo:

10. Director, EIT ICT Labs Madrid Associate
Partner Group.

11. Elected member Informatics Europe stee-
ring board.

12. Elected President of SpaRCIM.
13. Member Academia Europaea.
14. Member Dagstuhl scientific advisory board.

15. Member IRILL (French Free Software Insti-
tute) scientific board.

16. Member Informatics Europe department
evaluation board.

17. Member IFColLog advisory board.

Dragan lvanovic:

18. Project and Marketing & Communication Offi-
cer, EIT ICT Labs Madrid Associate Partner Group.

Juan José Moreno:

19. Chair of the Spanish Scientific Society for
Software Engineering and Development Tech-
nologies.

20. Deputy Director, EIT ICT Labs Madrid Asso-
ciate Partner Group.

21. Jury member of the Innovative Companies
Forum 2014.

22. Jury member of the National Awards Com-
puter Science 2014.

23. Jury member of Desafio Educacion - Tele-
fonica 2014.

Pavithra Prabhakar:

24. Co-organizer of the Dagstuhl seminar on
Verification of Cyber-Physical Systems, March
2014.

Pierre-Yves Strub:

25. Co-organizer of the Joint EasyCrypt-F*-Cryp-
toVerif School, Paris, November 2014.

6.4. Awards

1. Juan José Moreno: Sociedad Espanola de
Ingenieria de Software y Tecnologias de Desa-
rrollo de Software (SISTEDES) Award 2014.
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7.1. Computer-Aided Cryptographic Proofs [94]

7.2. Energy Transparency for Developing
Energy-Efficient Software [96]

7.3. Architecture-Driven Verification
of Systems Software [98]

7.4. Formal Verification of Stability
of Embedded Control Systems [100]

7.5. Cyber-Attack Detection from Network Traffic [102]
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To deal with the rising complexity of cryptographic proofs, researchers from the IMDEA
Software Institute and INRIA are developing EasyCrypt, an SMT-based tool for writing and
checking cryptographic security proofs. The tool has been used to build machine-checked
proofs of widely deployed cryptographic algorithms and protocols. Recent achievements
include a formally verified x86 implementation of the PKCS#1 standard (using EasyCrypt
in combination with the CompCert verified compiler) [1], and a modular proof of security
for one-round key exchange protocols such as Naxos [2]. Externally, EasyCrypt is used
by the Microsoft Research-INRIA joint centre in the context of the MiTLS project, and
at the MIT Lincoln Laboratory. A first summer school and workshop dedicated to Easy-
Crypt took place at the University of Pennsylvania in July 2013, gathering more than 30
participants. A second summer school dedicated to EasyCrypt, CryptoVerif and F* took
place in Paris in November 2014, attracting more than 70 participants.

The team is exploring two main directions of research: automated analysis of cryptographic
constructions and applications to real-world cryptographic systems. The first line of work
is funded by the US Office of Naval Research (ONR). The project, which involves the
IMDEA Software Institute, Stanford University, University of Pennsylvania and SRI, has
made significant progress. In collaboration with colleagues at INRIA, researchers at the
IMDEA Software Institute have developed automated methods, inspired from program
synthesis, to perform an exhaustive analysis of encryption schemes based on RSA [3].
These methods, implemented in ZooCrypt, have led to the discovery of a new and effi-
cient scheme, called ZAEP [4]. Moreover, they have also applied synthesis techniques
to discover new fault attacks on elliptic curve implementations [5]; such attacks are
particularly effective in the setting of embedded systems, where adversaries can tamper
with the execution of cryptographic algorithms, using for instance laser beams to reset
a register to a default value. In collaboration with researchers at University of Pennsyl-
vania and Stanford, researchers at the IMDEA Software Institute have also developed an
automated tool for analyzing the validity of hardness assumptions in the generic group
model [6]. This tool can be used by cryptographers, without any previous knowledge of
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formal methods, to ensure that the hardness assumptions that they use to justify their
constructions are not vulnerable to algebraic attacks.

Related publications

[1] J.B. Almeida, M. Barbosa, G. Barthe and F. Dupressoir, “Certified computer-aided cryptography: efficient
provably secure machine code from high-level implementations,” in 20th ACM Conference on Computer and
Communications Security, CCS 2013.

[2

G. Barthe, J.M. Crespo, Y. Lakhnech, and B. Schmidt, “Mind the Gap: Modular Machine-checked Proofs of
One-Round Key Exchange Protocols” in 34th European Conference on Advances in Cryptology, Eurocrypt 2015.

G. Barthe, J. Crespo, B. Grégoire, C. Kunz, Y. Lakhnech, B. Schmidt and S. Zanella-Béguelin, “Fully automated
analysis of padding-based encryption in the computational model,” in 20th ACM conference on computer
and communications security, CCS 2013. 2013, pp. 1247-1260.

[3

[4] G. Barthe, D. Pointcheval and S. Zanella-Béguelin, “Verified security of redundancy-free encryption from
Rabin and RSA,” in 19th ACM conference on computer and communications security, CCS 2012. 2012,
pp. 724-735.

[5] G. Barthe, F. Dupressoir, P. Fouque, B. Grégoire and J. Zapalowicz, “Synthesis of fault attacks on crypto-
graphic implementations,” in 21th ACM Conference on Computer and Communications Security, CCS 2014.

G. Barthe, E. Fagerholm, D. Fiore, J. C. Mitchell, A. Scedrov and B. Schmidt, “Automated analysis of crypto-
graphic assumptions in generic group models,” in 34th Conference on Advances in cryptology, Crypto 2014.
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An important part of the IMDEA Software Institute’s research on energy-efficient software
development is performed in the context of the EU FP7 FET project “ENTRA: Whole-
Systems Energy Transparency,” in collaboration with Roskilde University (Denmark), the
University of Bristol (UK) and XMOS Ltd (UK) (described in Chapter 5).

Achieving energy transparency through the system layers, from machine code to source
code, implies that energy consumption at the hardware layer should be immediately
visible at the layer at which software is designed or used.

The results so far include techniques and tools that enable energy transparency, such
as a multi-level static program analysis [2,3,4,8] that estimates the energy consumed
by programs as functions on input data size obtained at compile-time (using abstract
interpretation), i.e., without actually running the programs. The analysis uses low-level
models of machine instructions and infers energy consumption at different levels, includ-
ing assembly and the compiler intermediate representation (LLVM IR), as well as upwards
reflection to the source-code level. In addition, other techniques and tools based on the
energy transparency view have been developed, such as a system for the verification of
energy consumption specifications [5], and program optimization techniques [1] that
exploit useful features offered by current hardware (such as Dynamic Voltage and Fre-
quency Scaling—-DVFS) together with task scheduling techniques for multi-core systems.

Current work focuses on extending and consolidating the results so far, especially the
optimization techniques, maturing the prototype tools for analysis, verification and opti-
mization, in order to enable engineers to understand and quantify the impact of design
decisions on energy, and coming up with a set of recommendations for the integration
of such energy-aware tools in the software life-cycle.
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The research in architecture-driven verification of system software at the IMDEA Software
Institute is performed in part within the scope of the EU project ADVENT, an FP7 FET
Young Explorers project started in 2013 and coordinated by IMDEA Software in coopera-
tion with Katholieke Universiteit Leuven (Belgium), Max Planck Institute for Software
Systems (Germany) and Tel-Aviv University (Israel). The research is also supported by a
Microsoft Software Engineering Innovation Foundation Award and a Microsoft European
PhD Scholarship.

The key element of the ADVENT approach is to base the design of advanced verification
techniques on formalization of software engineering concepts already used by systems
programmers to reason about their software informally. By taking advantage of pro-
grammers’ knowledge and intuition, this approach improves on the common practice
of building generic verification tools that fail to scale to big and complicated systems.

The architecture-driven techniques have the potential to result in verification tools that
require a minimal and intuitive user input — essentially equivalent to a formal version of
the high-level informal specifications programmers already have in mind when developing
software. In time, this can yield a dramatic leap in the cost-benefit ratio of the verification
technology, allowing it to scale to systems of real-world size and complexity that have so
far been beyond the reach of quality assurance methods for guaranteeing correctness.
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Stability is a base requirement in the design of embedded control systems. The stability
of a control system is often extremely important and is generally a safety issue in the
engineering of a system. As stated by Gunter Stein, chief scientist at Honeywell tech-
nology in the first Hendrik W. Bode lecture, “Unstable systems are fundamentally and
quantifiably more difficult to control than stable ones. Controllers for unstable systems are
operationally stable.” In fact, there have been instances where the presence of unstable
components have had catastrophic consequences. The Gripen JAS-39 prototype airplane
which consisted of unstable elements crash landed in 1989 in one of its first test flights.
The most formidable of all is the Chernobyl nuclear reactor disaster, which left hundreds
of people dead and incurred millions of dollars in clean-up cost.

The researchers at IMDEA are developing a novel methodology and software tools for
scalable verification of stability by borrowing insights from formal methods, control
theory and dynamical systems theory. In particular, the goal is to develop an algorithmic
framework accompanied by abstraction-refinement techniques which will perform a sys-
tematic exploration of the abstraction space to find a proof of stability. This is in contrast
to existing deductive techniques which try to find functions with certain properties (for
instance, Lyapunov functions) that act as certificates of stability. Here, a template is
fixed for a candidate Lyapunov function, and the parameters of the template are found
by solving certain constraint solving problems. These methods suffer from numerical
instability. More importantly, their success depends on the right choice of templates
which requires user ingenuity. To summarize, our approach promises a fully automated
framework and has negligible numerical instability issues.

This work is being conducted as part of the VeriStab project which is supported by a
Marie Curie Career Integration Grant from the EU FP7 program. The project is being
lead by Prof. Pavithra Prabhakar and is supported by her group. One of the foundational
papers on this project has received an honorable mention best paper award [7], and
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two of the papers [2, 6] have been invited for presentation at the conferences. A tool

5]

AVERIST (Algorithmic VERIfier for Stability) is under development as part of the project. =
=

- =
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CADENCE (Cyber Attack Detector ENgineering for Commercial Exploitation) is a security
sensor capable of detecting cyberattacks in network traffic by applying novel anomaly
detection techniques. CADENCE is a project funded by the European Institute of Tech-
nology (EIT) ICT Labs during 2014 and 2015. The CADENCE consortium comprises 3
European partners: TNO (The Netherlands), Reply Communications Valley (taly), and
the IMDEA Software Institute.

The goal of the CADENCE project is to develop and commercialize the CADENCE sensor,
which monitors network traffic in an enterprise network and detects Advanced Persistent
Threats (APTs) and malware communication with its remote infrastructures. The project
focuses on innovation with the goal of maturing previous technologies developed by the
partners and converting them into a product.

During 2014 the first CADENCE sensor prototype was developed based on key technolo-
gies from the partners, and an initial business plan and market analysis were prepared.
For 2015, the development of the current sensor prototype continues with an emphasis
on mobile devices that may be present on the enterprise network. The overarching goal
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for 2015 is to launch a startup that commercializes the CADENCE sensor. The startup
will be based at the incubator node of EIT ICT Labs in Trento, Italy.

Recently, the CADENCE project has been awarded an honourable mention for public-private
cooperation leading to commercialization of research results at the 10th Madri+d awards.
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